iclock server

user manual



Without the permission of ZKSoftware, any copy is prohibited.

All the specifications of the products mentioned here are subjected to the real objects.
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1. iclock server installation and uninstallation

1.1 Installation

1. Put installation CD into CD driver, and the installation program will run

automatically.

B\ Notice: This specification may not accord with the actual content in CD.
Installation program in CD prevails.

2. Select language, and click [OK] to continue.

Select Setup Language

I 0K H Cancel ]

3. Before installation, other running programs are suggested to be stopped, in order
to avoid collision, then click [next]
4. Please read software user licence agreement, and select “I accept”, then click
[next]
5. Select installation path, and default path is suggested. Click [next] .

B\ Notice: The name of installation directory cannot be Chinese.
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Setup

Select Destination Location
where should iClock Automatic D ata Master Server be installed?

J Setup will install iClock Automatic D ata Master Server inta the following folder.

To continue, click Mext. If you would like to select a different folder. click Browse.

| [ Browse...

At least 32.0 MB of free disk space iz required.

[ < Back “ Mext = l[ Cancel

6. Specify shortcut’s position, and click [next] .

7. After installation configuration, click [installation] to start installation.

Ready to Install
Setup iz now ready ta begin installing iClock Automatic D ata M aster Server on pour
compuker.

Click Install to continue with the installation, or click Back if you want to review or
change any zettings.

Destination location:
C:hiclockSwr

Start Menu folder:
iClock Automatic D ata Master Server

[ <Back || Install |[ Cancel ]

8. After installation, icon (iclock server management) will appear on the bottom
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right corner of desktop.

9. After installation, open windows firewall to add 80 port (named WWW), as the
following operations:
Click [start]—[configuration]—[control panel] to open windows firewall, and

select “exception” .

indows Firewall

| General| Exceptions |Ad\-'anc:ed|

‘windows Firewall is blocking incoming network. connections, except for the
programs and services selected below. Adding exceptions allows zome programs
to work better but might increaze wour security risk.

Programsz and Services:

le and Prin ng

Fingerprint ¥ erification & | dentification System Main Module
Metwark. Diagnostics for Windows XP

ele]

(G

Remate Assistance

[ Remote Desktop

[ UPAP Framework

m

[ 4ddProgam.. | [ AddPat. || Edt. Delete

Dizplay a nhotification when ‘Windows Firewall Blacks a prograi

What are the rizks of allowing exceptions?

[ [1]8 ] [ Carcel
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Select “add port”(as shown below), input name (www) and port number (80), select
TCP and then click “OK” to complete the operation.

Add a Port

X

Uze these zettings to open a port through ‘Windows Firewall. To find the port

number and protocol, consult the documentation for the program or service you
want to use.

Mame: | A |

Fort number: | a0

®1CP O UpP

what are the risks of opening a port?

LChange zcope...

Ok ] [ Cancel




iclock server V1.0

1.2 Uninstallation

If you won’t use this software any longer, and want to delete it, you can execute

the following operations:

1. Exit iclock server program.
2. Enter [start] -- [control panel] -- [add/delete program] , click iclock server to

delete it.

€ Add or Remave Programs 3
i
\Eﬁ Currently installed programs: [] Show updates Sort by: | Mame w
Changeor | (5] oroes ~
Remowve Iﬂ et =
Programs i. Adobe Reader 8,1.2 - Chinese Simplified Size  192.00ME
|
.!j Fingerprint Identification System Size  2B.38ME
3 | & Foxmail 6.0 Size  13.78MB
Add Mew |
Programs 'ﬁ! iClock Automatic Data Master Server Size 36.65ME

Used rarely.

ELEIGEIEE iClock Automatic Data Master Server Uninstall
windows

‘Component:

\‘\!f) Are you sure you wank ko completely remove iClock Automatic Data Master Server and all of its components?

Defaults |
| & Microsoft Silverlight Size: 1.30MB
!\_ Photoshop C52 9.0 SBTAGGC = Siee  93.02MB
Ig QQZ007IL SE 15"z Size  67.67MB
,ﬁ! REALTEK GbE & FE Ethernet PCI-E NIC Driver Size 0.68ME
:w Realtek High Definition Audio Driver Size 45.45ME
|5 visual cHM 4.1 Size 1.98MB v

3. Click “YES” to uninstall until it is complete.
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2. Login iclock server

2.1 iclock server management

1. Method to open iclock server management interface
1) Enter [start] — [program] — [iclock server data service system] , click

[ service manager] to open management interface.

K
2)  Start this program when Windows system gets started. Doubly click -~ ™ on

the bottom right corner to get management interface.

% 1Clock—Server Hanage

General l

Web Server-

Fort: |80 Check
Status: Running
Stop I Restart I

¥ When start—up Windows, =start—up thiz program

x Cloze

2. Set iclock server port

Input port number of iclock server. (Please verify that this port isn’t shielded by
fire protection wall or anti-virus software.
3. Start iclock server service

When service is in the state of ‘Stopped’, click “Start’.

4. Iclock server service pause
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When service state is in ‘Running’, click ‘Stop’.
5. Restart iclock server service

When service is in ‘Running’, click ‘Restart’.
2.2 System login & logout

System login
1. Enter login interface

1) Click shortcut on the desktop to enter login interface.

2) Enter [start] — [program] — [iclock server data service system] , click
[ open homepage] to enter login interface.

a System - Microsoft Internet Explorer

Fle Edt Wew Favortes Tooks Help

€] © KRG ) search e Favares 2) - :_\, =" 3

address | €] hittp:ff127.0.0. isccountsfloging7rext=ficlockidataficlack] v| e

Links **

iClock Automatic Data Master Server

&] Done

® Tnternst

2. Input correct system user and password, click ‘login’.
System’s initial value:
user: admin

password: admin
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3. Homepage
iClock Automatic Data Master Server
Dav Data
Device Q
@ Append | @ ClearAll | selecsed: 0[5 oparation for selected |
[0 Serialm  Device name  Status  Transfer tin  Interval Last activity  Fw version Devic  Wser: Fpom Trans  Data

152.168.1.234 00:00;14:05 10 09-23 12:46 Ver 6.395ep 21200 F708 3 [ 9 LEUC
192.160.1.251 00:00;14:05 1 LEUC

[ auto mefresh  Interval: (5) 10

Tip
Operations, Usually only for the on-line devics;
#fver oparation on the devica, I's will take effact after about half minute.

¢ ¥
e D Internat

System logout
Click ‘logout’ on the top right corner to logout this system, then return to the login

interface.

2.3 Language selection

Click the drop-down box on the top right corner to select language (simple Chinese
& English).

---Language --—- ¥

Enalish
Simplified Chinese

2.4 Password modification

[ function introduction] Modify the password of the current user.

[ operating steps]
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1. Click ‘modify password’ on the top right corner to enter the interface.

iClock Automatic Data Master Server Welcome, admin. / Change password / Log out

Home » Pa

Password change

Please enter your old password, for security's sake, and then enter your new password twice so we can verify you
typed it in correctly.

Old passwaord:
MNew password:
Confirm password:

Change my passward

2. Firstly, input your old password once, and then input your new password twice,
click ‘modify my password’, after verification, the modification will be complete.
3. The new password comes into efficiency after the system gets logout and login

again.
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3. Use of iclock server

3.1 quick use

Steps recommended by system:
Step 1: add terminal unit.
Step 2: add personnel data, or download personnel data from terminal unit.
Step 3: Carry out management of department and personnel.

Step 4: Download and examine record from terminal unit.
3.2 Device management
3.2.1 Device maintenance and management

[ function introduction] Manage adding, deletion, query and modification of the
enrolled device in the system. Transmit data to the devices online and control
them remotely.

[ operating steps]

1. Click device management—device maintenance and management to enter the

maintenance page.

10
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iClock Automatic Data Master Server wlcom ango 1
rorcal I I
Device Q
@ Append | @ Clear Al | Selectod: 0[5y Gperation for selected I
O Serial m Device name Status  Tranmsfer tim  Interval Last activity Fw version Devic User: Fpoor Trans Data
[ 0265245 102.168.1.234 Online 00:00;14:05 10 09-23 13:46 Ver6.30 Sep 21200 F708 3 5 =] LEUCRF

O 7106034

i 192.168.1.251 00:00;14:08 1 LEU

[ nuto Rafresh Interval: () 10

Tip
Operations, Usually only for the on-line device;
Aftar operation on the device, IS will Lake effect alter about hall minute.

¢ ¥
any B Taternet

2. Add, modify, query and delete the enrolled information in the device.
1) add device
@ Click “add” on the top left to enter the page.

iClock Automatic Data Master Server ko, admin. { CI

Device
Serlal number:

Interval: 1

Device name:

Dupartment: 1 Dept ¥
Updats flag 1111100000

Auto badkup data
ity

Timezone: a

SED D Internet

@ Input specific information of the device

Serial number: enter device’s menu: ‘system information’—*‘device

11
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information’—*serial number’.

Recent online time: the time recorded by system automatically, not able to be
edited

Transmitting time: the time when the device starts to check and transmit new

data to the server
Refresh interval time: how often will the device checks and transmits new data
to the server?

Transmitting marker of sign-in record: the time stamp to show the recent sign-in
record transmitted from device to server

Transmitting marker of user data: the time stamp to show the recent user data
transmitted from device to server

Device name: input a name for management convenience.

Department: set the device’s department. Click %F to enter the new added
department page.

City: It is the city where the device is. The device can display the local weather
in leisure.

Automatic backup: Automatic backup of the enrolled data to other devices can
be set.

(=7 Notice: Itis necessary to fill in serial number and device’s name.

@After completing information input, click “submit”, and then the device is

added to the device list.

E Notice: When transmitting time, refresh interval and so on are set, the server

will communicate with the device and transmit the setting to the device.

2) modify device

(DClick “serial number’ on some device in the device list to enter the

modification page.

®@Click ‘submit’ after modification.

12



iclock server V1.0

3) query device
DInput query condition in the query window, clickX for fuzzy query.

:|Searr_'h bx: Serial number, Dewvice name|

Query fields: serial number and device name
@Fuzzy query is supported by this system. For example, input 3, serial number
and device name containing “3” will be displayed.
(@ After query, the device according with the condition will be displayed in the
list. Click “cancel query condition”, all the devices will be displayed again.

4) delete device

(DSelect the data to be deleted, click “delete” in “deal with selected data” to
delete the selected device information.

@Click “delete all” to delete all the enrolled device information.
5) using device pause

(DSelect the device to make it pause.

@)Click “pause” in “deal with selected data”, the state column will show pause.
6) recover using device

(DSelect the using device to be recovered in the option column.

@Click ‘recover use’ in “deal with selected data”, the state column will show
"offline/normal”.
3. Monitor the enrolled device

Select ‘state monitor” on the bottom of the homepage. The device state can be
refreshed in time for convenient operation.

Input refreshed interval time. For example, input 30, then the page can be
refreshed every 30 seconds, and the device’s online/offline state can be displayed.
4. Operation on online device
Select the device to be operated, and click corresponding button in the dropdown list

to complete the operation.

13
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() Operation for selected

Upgrade firmware
Copy device data to
Upload data again
Upload transactions agai
Refresh device information
Reboot device
Upload new c

ar data in dewvice
lear transactions in device

r suspend

Festore employee to device

Cutput unlock signal

Terminate alarm signal

Update firmware: update the firmware of the selected device.

[="] Notice: Don’t update the device’s firmware at will. If you need to update the
firmware, please contact ZKSoftware technician.

Select the device to be operated and click the corresponding button to complete the

operation.

Backup of enrolled data: make backup of the selected information of the device to

14
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other devices.
Transmit data again: Transmit all the data (personnel’s information and attendance
record) selected on the device to the server.

Transmit record again: Transmit the attendance record selected on the device to the

server.

Check and update: Update the device’s information.

Restart: Restart the selected device.

Check and transmit the data immediately: force the recorder to check whether there

is new data or not. If there is new data, upload it to the server.

Clear data: Clear all the data on the device, including personnel’s information and
attendance record.

Clear record: Clear the attendance record on the selected device.

Set power-off: Set time for the selected device’s power-off automatically.

Recover the personnel’s data on the device: transmit the user information and

fingerprint saved in server to the time & attendance recorder, mainly to recover the

user information or fingerprint which is deleted, lost or damaged by accident or

during maintenance.

[="] Notice: When server and device are in communication, please don’t do other

operations.
5. Check and maintain the data on corresponding device.
Click corresponding letter on ‘data maintenance’ to enter the data maintenance

interface.

[1 Seralm Device name Status  Transfer tin  Interval Last activity Fwr verslon Devic Users Fpoo Trans Data
[l 1 1921681934 Online  DO:00;14:05 10 0023 1351 Ver 639 58p 21300 F70B 3 5 o6

= | 1801681281 o0:00:14:05 1
Letter’s meaning:

L: attendance record

E: enrolled personnel on this device

U: upload data log

15
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C: give command log
R: monitor real-time record

F: file management

3.2.2 Device operation log

[ function] Record all online devices’ operation and time at present.
[ operating steps]
1. Click device management—device operation log to enter query page.
2. System will display the record obtained at the real-time on the screen.

iClock Automatic Data Master Server

Device eperation log IF
Q @ ClearAll | Sclected: 0fF Speration for selected | Device operation lag: 1-15(tetal 16) Page: |1
[] Device Device administrator Operation Time Object
[ ©365245(192.160.1.234) o alarm 2000-09-23 13:46:21 Maching Baan Broken
[] B265245(192.168.1.234) o start up 2008-09-23 13:46:20
[] ©365245(192.168.1.234) o alarm 2008-09-23 10:12:46 Machine Bean Broken
[] B265245(192.168.1.234) o larm 2008-09-23 09:55:21 Machine Been Broken
[] ©365245(192.168.1.234) o start up 2008-09-23 09:55:20
[0 B265245(192.168.1.234) o larm 2008-09-22 18:05:29 Machine Been Broken
[] B365245(192.168.1.234) ] start up 2008-09-22 18:05:28
[0 0265245(192.160.1.224) o alarm 2000-09-22 17:45:27 Machine Been Broken
[] B365245(192.168.1.234) ] start up 2008-09-22 17:40:26
[0 0265245(192.160.1.224) o alarm 2000-09-22 16:17:20 Machine Been Broken
[ 8365245(192.168.1.234) o start up 2008-09-22 16:17:19
[] 0365245(192.168.1.234) o shutdown 2008-09-22 16:15:10
[ 8365245(192.168.1.234) o onter the menu 2008-09-22 16:07:02
[] 0365245(192.168.1.234) o alarm 2008-09-22 16:06:44 Machine Baen Broken
[] 8365245(192.168.1,234) o start up 2008-09-22 16:06:43

v
3 >
L 0 Taternat

3.2.3 Real-time record monitor

[ function] Monitor sign-in/sign-out record on the devices online currently at the
real time.

[ operating steps]

1. Click device management—real-time record monitor or click letter R in data

16
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maintenance column to enter monitor page,
2. System will display the record obtained on the screen.

IClock Automatic Data Master Server Welcoma, admin, / Changs passward / Log out

NET © Internet

3.3 Data maintenance
3.3.1 Department management

[ function] Establish company’s organization frame to manage personnel in groups
and departments.

[ operating steps]
1. Click data maintenance—department management to enter department

management page.

iClock Automatic Data Master Server welcome, admin. / Change password / Lag out
Device  Data  System
Department Q
O Appond | @ Cliar Al # 03 Operation for selected | ot
[ Department number Department name Parent views
0O Dept

17
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2. Add, edit, query and delete department.
1) Add department
(DClick ‘add’ on the top left to enter the page.

iClock Automatic Data Master Server Welcome, admin. / Change password / Log out

Department
Department number:
Department name:

1Dept &

| Subsmat Return |

@Input department name and superior department.
®)Click ‘submit’, then a department is added.
2) Edit department
(DClick department name in department list to edit its information.
@Input department name and superior department.
®)Click ‘submit’ to complete the edition.
3) query department
lInput query condition in the query window, click & for fuzzy query.

|

_|Search by Department narne|_

Query fields: department name
@After query, the department according with condition will be displayed in the
list. Click “cancel query condition’, then all the departments will be displayed
again.
4) Check and manage department personnel
Click personnel in ‘check’ list to enter the management page.
5) delete department
(DSelect the data to be deleted, click “delete” in “deal with selected data” to
delete the department information.
@)Click ‘delete all’ to delete all the departments’ information

18
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3.3.2 Personnel management

[ function] Manage personnel’s files.
[ operating steps]

1. Click data maintenance—personnel management to enter personnel management
page.

IClock Automatic Data Master Server

Employee | I I © S
= Export | @ Append | @ Clewr Al | selectad: o[ oparation for selectad | tatal 5
0 Fin Emp name  departn  departn Sex 1ith Officep Mob 1d ¢ Registration device M Left Transac
w R 1 Dapt 24 [
I 1 Dept o
Wik 1 Dopt o Ha
0o U2 Zhao Junjie 1 Dept ] No
g n 11 Ko Wan 1 Dopt o No
|:.=L-!L..|.....--“- urngloyou bt

2. Add, edit, query and delete personnel.
1) add personnel
(DClick *add’ on the top left to enter the page.

iClock Automatic Data Master Server % J change ard | Log put
1}
PIN:
Department: 1Dept ¥
Emp Name:

=] Date farmat is "IS0"; for example © 1999-01-10/1999-1-11

B Taternat

19
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@ Input personnel’s information.

[="] Notice: Attendance No. and department are must.
Other items can be input according to need.
®)Click ‘submit’ to complete adding.
2) edit personnel
(DClick a person’s “attendance No.” in the personnel list to edit his information.
@lnput his information
3Click ‘submit’ to complete edition.
3) query personnel

Input query condition in query window, click & for fuzzy query.

Q

|Search b¥: Fin, Emp name, 0ffice ph-:-ne,M-:-bilel

Query fields: attendance No., name, office phone, and mobile phone
@After query, the personnel according with condition will be displayed in the
list. Click ‘cancel query condition’, and all the personnel will be displayed
again.
4) Check personnel’s attendance record
Click personnel in ‘check’ list to enter the query page.
5) delete personnel
(DSelect the data to be deleted, and click ‘delete’ in “deal with selected data” to
delete the person.
@XClick ‘delete all’ to delete all the added personnel.
3. Export personnel's information
Export the personnel’s information displayed in current list and save it in local
disk.
DClick ‘export’.
@Select export format.

20
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Export Employee list

Please Select format:

4{Emplovee Registration]

Click ‘submit’ to select checking or saving this file to local disk.
4. Other operations
Personnel transmission: Transmit the selected personnel’s information to the
specified device.
Temporary personnel transmission: Transmit the selected personnel’s information to

the specified device temporarily.

Transfer employee to the device
templately

Input the range of time:
Start Time: day | K ]

End Timn: | B8 rveow |

Transfer employee to the device:

P12 1022 7( 192, 165.1.201)

submit | | cancel

Delete personnel: Delete the selected personnel from the specified device.

Personnel leave: Personnel’s leave: use this function to delete the personnel’s data
after his leave.

Transfer personnel data: Transfer personnel’s data to the new device: transmit the
selected personnel’s information to the new device.

Adjust personnel department: Adjust personnel’s departments: adjust the selected

personnel’s departments.

21
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Change employee's department

Please Select department:

1{Dept)
2(Department)
3(shengzheng dept)

3.3.3 Attendance record

[ function] Check personnel’s attendance record and export the record to local disk.
[ operating steps]
1. Check attendance record

1) Click data maintenance—attendance record to enter the page.

IClock Automatic Data Master Server

Transaction | Fixar
~ Egon | © fopend | © 4: O [g5 oporaon for saiected | SRR | 21T
D PN EName Time State Vaerificatio Waork code  Recer  Davice
‘) 0000000001  Xiao Wan  2008.09-19 16:21:11  Chackin  Fingarprnt i T BABS245(192.168.1 234)
[] 0000000001  XiaoWan  2008-0%-19 16:05:18 Chackin  Fingarpring 0365245(192.160.1.234)
[] Dooooooool Xiaowan - J008-09-19 16:05:13 Check in - Fingarornt B3GS245(192.168,1.234)
[ 0000000001 XiaoWan  2009-09-19 15:50:25 Chackin  Fingarpning D3I65245(192.160,1.234)
[ 0000000001 Xiao Wan  2008-09-19 15:59:23 Chick in  Fingerpeng BARS2AS(192.168,1.234)
[] 0000000001  XiaoWan  2008-0%-19 15:59:20 Chackin  Fingarprint 0365245(192.160.1.234)
[] 0000000001  igoWan  2008-09.19 15:59:18 Checkin  Fingerpent B365245(192.168.1.234)
[] 0000000001  XiaoWan  2008-09-19 15:59:15 Checkin  Fingerpring B365245(192.166,1.234)
[J 0©ooo000001 Hrao Wan 2008-09-19 15:59:13 Checkin  Fingerpnnk B365245(192.168.1.234)
[] 0000000001  XiaoWan 20080918 17:56:09 Checkin  Fingerpang B365245(192.168.1.234)
[ 0000000001 Hrag Wan 2000-09-10 17:06:35 Checkin  Fingerpont BIG5245(192.160.1.234)
D 0000000001 Xian Wan 20080918 17:06:32 Chack in Fingarpant BIGS245(192.168,1.934)
[] 0000000001  YiaoWan  2008-0%-10 17:05:20 Checkin  Fingerprnt 0I65245(192.160.1.234)
D 0000000003 20080918 17:04:58 Chack in Paseword BI6S245(192.168.1.234)
[] 0000000001 — ‘hao Wan  2008-08-10 17:02:41 Checkin  Fingerprnt DIE5245(192.160.1.234)
“
. 8
&= D Internat

If there are many personnel’s records, the system will paginate the records.
Record check can be done through click on page number or using filter (refer to
appendix 2 for filter operation).

22
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[="] Notice:The data log uploaded from device is added by system

automatically, so this button is grey.
2. Export attendance record
@ Click ‘export’.
@sSelect export format.

Export Transaction list

Please Select format:

sactions
le Transactions

Click ‘submit’ to select checking or saving this record to local disk.

3. Add attendance record
The administrator can add attendance record here.
D Click*add’button.

ICleck Automatic Data Master Server / ard / Lag o

Transaction

Employer: [ * 1

[ Time: 12
[ state: Chack in » |

| veritication: | Card v |

Submit | [[Fstum |

@ Fill in various information according to requirements, then press “submit”
button to submit it.

23
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Notice: Personnel, time, state and verification mode are must.

3.4 system log
3.4.1 Device uploading data log

[ function introduction] Check the log of device uploading data to server.

[ operating steps]

1. Click system—device uploading data log to enter check page.

tomatic Data Master Server W in. / e ut
Log of data from device Q |Fx
~ Expod | @ | @ Cwaran | seivcted: o Operation for selected | Log of data from device: 1-15{totsl 23} Page: |1
[ Deviee Upload time Diata Object  Record count  Error count
[] 8365245(192.168.1.234)  2008-09-23 13:46:25  USERDATA z o
[] 8265245(192.168.1234)  2008-09-23 10:12:48  USERDATA 1 0
[0 8365245(192.168.1.234)  2008-09-23 00:55:25  USERDATA 2 o
[ DI65245(192.160.1.234)  2000-09-22 18:05:31  USERDATA 2 o
[ BI65245(102.168.1234)  2008-09-22 17.50:24  USERDATA 2 o
[] DI65245(192.160.1274)  2000-09-22 16:17:23  USERDATA 2 o
[] B365245(192.168.1,234)  2008-09-22 1615111  USERDATA 1 0
[[] BIE5245(192.168.1.234)  2000-09-22 16:07:04  USERDATA 1 o
[ 8365245(192.168.1.234)  2008-09-22 16:06:46  USERDATA 2 o
[] 0365245(102.166.1,234)  2000-09-22 16:05:54  USERDATA 2 ]
[] B365245(192,188.1.234)  2008-09-22 16:03:144  USERDATA 2 o
[] 0365245(102,168.1.234)  2000-09-22 16:00:30  USERDATA 2 o
[] B365245(192.168.1234)  2008-09-22 15:07:30  USERDATA 2 o
[] 8365245(192.168.1.234)  2008-09-22 15:00:19  USERDATA z o
[] ©92365245(192.168.1.234)  2008-09-22 14:56:02  USERDATA 2 o
¢ ¥ i
e @ s

If there are many personnel’s records, the system will paginate the records. Record
check can be done through click on page number or using filter (refer to appendix 2

for filter operation).
[="] Notice:The data log uploaded from device is added by system

automatically, so this button is grey.
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2. Query log
DInput query condition in the query window, then click & for fuzzy query.

| |

_-|Search by: Data, Object ’_

Query fields: data, object.
@After query, the record according with condition will be displayed in the list.
Click ‘cancel query condition’, and all the records will be displayed again.

3. Delete log

(DSelect the data to be deleted, and click ‘delete’ in “deal with selected data” to
delete the log.

@)Click ‘delete all’ to delete all the logs.
4. Export log

@ click ‘export’.

@select export format.

|
Xport Log of data from device
list

List(Tab Separat

Click ‘submit’ to select checking or saving this log to local disk.
3.4.2 Server command log

[ function introduction] Check the log of device uploading data to server.
[ operating steps]

1. Click system---server giving command log to enter the page.
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IClock Automatic Data Master Server W @, admin, [ Change pas
Log of command to device Q| Fiker
- Expon | @ | @ cwaran | seiected: 0[G) Geration for seiwcted | kotal 14
[ Device Cammand content * Submit time Transler lime Risturm time Return
[] 0365245(192.168.15 Shellis 4 © 2008-09-22 16:1€ 2000-D9-22 16:17 2008-09-22 16::
D BIE5245(192.168.1.0  GatFila template. dat 200R-09-22 16: 1% 2008-09-32 16:17  F00R-09-22 16:° 4804
[ B365245(192.168.15 GetFile transaction.dat 2008-09-22 16:14 2008-09-22 16:14  2008-09-22 16:
m) B365245(192.168.1.0  Shell ks - 2008-09-22 16:14  2008-09-22 16:14  2008-09-22 16:°
[[] B365245(192.168.15 Shellls 8-09-22 16:17 2008-09-22 16:13 8-09-22 16:2 0
0 B365245(192.168.1.0  REBOOT 2008-09-22 16:0°  2008-09-22 1605 2008-09-22 161 0O
[ ©385245(292.160.1.0 Shell mv main.gz.tmp 006-09-22 16:0%  2008-00-22 16:05  2006-00-22 16:(
[ B385245(192.168.1.0 PutFile filer/fw F708/mainge m ... 2008-09-22 16:04 2008-09-22 16:05 2008-09-22 16:0 370091
[] 8365245(192.160.1.% REBOOT 008-09-22 16:04  2000-09-22 16:04 2000 160 0
[] B365245(192.168.10 Shell mv main.gz.tmp fmnt/mtdl ... 2008-09-22 16:04 2008-09-22 16:04 2008-09-22 1614 0
[] B365245(192.168.1% PutFile file/fw/F708/main.gz m ... 2008-09-22 16:0F 2008-09-22 16:03  2008-09-22 16:0 370001
[] B365245(192.168.10 PutFile hle/fw/F708/main.gz m .. 2008-09-22 16:0Z 2008-09-22 16:03 2008-09-22 164 -2
D BIGERAS(102.168.1.0 CHECK 2008-00-22 1150 2008-00-22 11:50 2008-00-22 11:* 0
[] DI652450192.168.15 INFO 08-05-22 1150 1450 2008-09-22 11 O
@
< »
e © Internat

If there are many personnel’s records, the system will paginate the records. Record
check can be done through click on page number or using filter (refer to appendix 2
for filter operation).

[="] Notice:The data log uploaded from device is added by system

automatically, so this button is grey.
2. Query log
Input query condition in the query window, then click & for fuzzy query.

\—‘Search by: Command cnntent’_‘

Query fields: command content.

@ATfter query, the record according with condition will be displayed in the list.
Click ‘cancel query condition’, and all the records will be displayed again.
3. Delete log
(DSelect the data to be deleted, and click ‘delete’ in “deal with selected data” to
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delete the log.

@)Click ‘delete all’ to delete all the logs.
4. Export log

(DClick “export’

@Select export format

Xport Log of command to device
list

Listi{Tab Separated)

@Click ‘submit’ to select checking or saving the log to local disk.
3.4.3 Administrator operation log

[ function] check system operation and maintenance logs.
[ operating steps]
Click system—administrator operation log to check the page.
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IClock Automatic Data Master Server admin, [ Cha g out
s ata n

Administration log | Five
) | @ selected: O[] Oparation for selacted | Administration log: 1-15{totai 17) Paga; [1
[ Time Administrator aperatlon Data Ohject Amount

[ #00R-09-24 09:40:30 admin LOGIN 127.00.1 1
[ =008-09-24 0% admin LOGIN 127.001 1
[] 2008-09-23 09: ademin LOGIN 127.00.1 1
O =2008-09-22 15 adamin LOGIN 127.001 1
[ =008-09-22 admin del devemnds 3 1
[ =008-09-22 15! admin upgradetw Iclock 8365245 1
[ RO0B-09-22 14: ademin LOGIN 127.0.0.1 3,
[] =008-09-22 14:31:38 admin LGN 127.00.1 1
[[] 200B-09-22 14: admin Modify ik B355245(192,168.1.234) 1
[] 2008-09-22 14 admin infa iclodk @3I55245 1
[J 2008-09-22 14: auteniny Croaty iclotk FI06034(192,168,1.251) 1
[] 200B-09-22 14 admin LOGIN 127.00.1 1
[] =200e-09-22 111 wdmin Modity icdodk 8355245(192,168.1.234) 1
[] 200B-09-22 11:50:15 admin LOGIN 127.001 1
[] =2008-09-22 1115M15 ardimin Create user 111111 1

v
< ¥
Lk B Istereat

If there are many personnel’s records, the system will paginate the records. Record
check can be done through click on page number or using filter (refer to appendix 2

for filter operation).
[="] Notice:Administrator’s operation log cannot be added or deleted (added

by system automatically), so these two buttons are grey.
3.4.4 Maintenance by system administrator

[ function introduction ] In order to ensure system's security and prevent
unauthorized user to modify the data, new administrators can be added and
distributed corresponding privileges.

[ operating steps]
1. Group maintenance:

1). Click system log group to enter the page.
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welcame, admin. / Change password / Log out
Group
O Append | @ CiwarAl | selectod: 0[5 Gperation for salected | total 1
[ GrousiD Naime
02 readonly

2). Add, and delete group.
(DAdd group
Click ‘add’ on the top left of the page to enter the page and input group name.

coms, admin. /

vl
§ g

LoD Pobpoooopo g BEBRE

[

LY

a1=n = D Tntarnet
[=7] Notice:Name is must. The group’s all privileges can be set in the following
privilege box.

@ Delete all: Click “delete all”, and then click “OK”. In this way, all data will
be deleted.

Microsoft Internet Explorer |:

\ ? J Clear all data, are you sure?

[ oK ] ’_ Cancel
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Or select the data to be deleted, and click ‘delete’ in “deal with selected data” to
delete the data.

2. user maintenance: click system log—user to enter maintenance page.

iClock Automatic Data Master Server ‘welcome, admin. / Change password / Log out | - Language -~ ¥

User

© Append | © cloaral | selectact 0[E) Operation for selected | total 2
[ username  E-mail address Lastname  Firstnome  Activate  Supervisor granted department Groups

O o o 1 Dopt risadonly

] admr eoder.co L] L]

3. Add, edit and delete personnel
1) add user and administrator
@ Click “add” on the top right of the page, enter “add user” page and input user
information.

iClock Automatic Data Master Server

{readonly

[=7 Notice: User name, password and password verification are must. Other

items can be input according to need.

In addition, select set group, whose privilege is the same with that of the
user. If other privilege is to be set, then group’s privilege should be set
first, and then select the group.
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(@ Select super user state to enter “add super user” page, and input administrator’s

information.

IClock Automatic Data Master Server Waltoma, adinln, / Changs password { Log ol

m]
: ©
Retem

(=] Notice: User name, password and password verification are must. Other items
can be input according to need. Super user has the most privilege. Therefore,

there is no need to set group.
2) edit user or administrator
@ Click administrator’s “user name” in personnel list to edit his information.
@ Input administrator’s information.
® After information input is complete, click “submit” to finish edition.
3) delete user or administrator
(D Select the data to be deleted, and click “delete’ in “deal with selected data” to
delete the data.
@ Clickdelete all’to delete all added administrator.

(=" Notice: System default administrator cannot be deleted.
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Appendix

Appendix 1 How to connect terminal unit to network

1. Requirement of terminal unit
iclock server’s function is to choose and configure device. Therefore, it needs

device’s firmware support.

@Tip: If you need this function, please consult ZKSoftware’s technician or
contact business representative.
2. Parameters of terminal unit

1) enter device’s menu—setting—communication setting to find the following

WEB mainframe IP

Web port

Agent server N
Agent server address

Server port

items:
WEB mainframe IP: P address of iclock server
Web port: Port used by iclock server
Agent server: Whether use agent server or not.
Agent server address: P address of agent server
Server port: Agent server’s port
3. Set device parameters according to different network environment.
1) When iclock server and terminal unit are in the same network segment of the
same LAN, ‘WEB mainframe IP* and ‘“Web port’ needs to be set.
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For example: 1P address of iclock server is 192.168.1.100, and device’s IP address
is 192.168.1.201.
Setting: it is OK to set “WEB mainframe IP’ as 192.168.1.100, and “Web port’ as
the set port in iclock server management (refer to 2.1 iclock server management) .
2) When iclock server and terminal unit are in the same LAN but different network
segment, ‘WEB mainframe IP’, “Web port’ , ‘gateway’ and subnet mask need to
be set.
3) When iclock server and terminal unit are not in the same LAN, iclock server must
possess a public network IP to ensure terminal unit’s access to server, and ‘WEB
mainframe IP’ & “Web port’ need to be set.
For example: iclock server IP is 116.25.139.22, and terminal unit is in some
LAN, with IP address 192.168.1.201.
Setting: it is OK to set “WEB mainframe IP’ as 192.168.1.100, and “Web port’ ad

the set port in iclock server management (refer to 2.1 iclock server management) .
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Appendix 2 Common operation

Filter

[ function introduction] For use's check convenience, display the information in
the list of the current page after filtration according to the specified condition.
[ operating steps]

1. select display column

On device maintenance and management interface, the machine’s display column

can be selected according to your needs.

[] Serialm Device name  Status  Transfertin  Interval Last activity  Fw wersion Dewic  Lsery Fpem Trans  Data

Move cursor to every field of column, and the field column will display =, click =
to get the following information:

* Last activity  Fw version

%l order fsc A
%l order Desc
Mo Crder

Serial number

Device name

Status
Transfer time
[l |tk .’

Order: order all machines in ascending order, descending order or no order.

Field: Including serial number, device name, state, transmitting time, refresh interval
time, recent online time, firmware version, device name, user count,
fingerprint count, record count, data maintenance and department, select the
field, and it will be displayed in the column.

2. Lay out filter

Click ** behind filter to lay out the filter. The following is the filter lay-out of
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personnel management interface.

By department
All
1 Dept

By sex
All

Male
Female

By registration
device

All

2365245
[192.168.1.234)
7106034
[192.168.1.251)
More ...

By refresh time
Any date

Today

Past 7 days
This rmonth

This year
Fange ...

3. Select filtration condition

Click some condition, and then the records according with this condition will be
displayed on the page. For example, click ‘department’, and the following page will
appear:
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IClock Automatic Data Master Server

Employee N £ ¥
= Expon | @ Append | @ Cleardl | selectect: o[Gicparatian for salectad |
0 Fin Emp name  departn  departn Sex 1ith Officep Mob 1d ¢ Registration device M Left Transac
O toooouoan: 1 Dapt o [ &
0 1 Dept o Ho e
Wik 1 et o o Ha 1
[ UUUOUUUOUZ Zheo Jumjie 1 Dept ] 1 No i
0l o Koo Wan 1 Dt 0 4 Ho
Upload 1y Upload 4 utgloyey
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